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Abstract: Federated learning was enabled to allow multiple data holders to jointly complete machine learning tasks
without disclosing local data. Incentivizing participants to engage in federated learning and contribute high-quality

data was identified as one of the key factors for its success. However, federated learning was found to face chal-
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lenges in both privacy leakage and security threats in practice. On the one hand, malicious participants were ob-
served to launch active attacks to disrupt the process and results of federated learning, compromising its effective-
ness and robustness. On the other hand, privacy leakage risks caused by passive attacks were shown to negatively
impact participants’ willingness to join federated learning, making the implementation of incentive mechanisms
more difficult. In recent years, extensive research was conducted by the community on incentive-driven federated
learning from the perspectives of privacy preservation and security defense, aiming to provide comprehensive solu-
tions that balance security and fairness for federated learning. First, various passive and active attacks faced by
incentive-driven federated learning were introduced, and the privacy leakage risks and security threats posed by
these attacks were analyzed. Subsequently, a comprehensive review and analysis of incentive-driven federated
learning research were provided from the perspectives of privacy preservation and security defense. In terms of pri-
vacy preservation, the application of differential privacy and homomorphic encryption technologies in incentive-
driven federated learning was focused on. In terms of security defense, various methods that combine incentive
mechanisms to defend against poisoning attacks and free-riding attacks were specifically outlined. Finally, the chal-

lenges still faced by incentive-driven federated learning in addressing privacy leakage and security attacks were dis-

118

cussed, and potential future research directions in this field were explored.
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Figure 1  Federated learning framework
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Figure 7 Federated cloud-edge learning system

EAEGEEZEH, PanZECMETE 25
FH UL KA B SN B AR, RS 1EHEEAT 25
T, IR AR BB . ZLHIIRYE S
L& bARBARANE /3 EC 2 i, DTk 2 U1 258
TIPS 1) 2 5 5 ARG T 23850,
TR UE 225l 73 BO B APV o FETH BRI E I
70 AR IR A 2 5 38 A PR B RL Tl S50 2
F i RS R S HORAT TS RS . Mao 250814
T A2 BB R IR, RIS
IHT, 7 U s B e AT ok ST e, 9F
AAFHIERRIE U 2 AL, Dl MeE &
B . Zhang SN T AL T AR AR ZE
WU, ARG 2 5 #F B SRS B Ok
Ao AU I I A 22 43 B AL PR B AN 25 7 g ot
REGE R, BN i B A A 1) AL
TRy. N TEBRBSRHERRTE . BRRAIRY A RE &
THFEZ [ SED P, Yin Z5UO0K FL I i R A
NAEGAERZE, i T %2 5% Z I gL
S as e, IR SR aN A S i o S A e AL
TR NGNS, LA B FH A DR B AL FD 4 v A Y
TRERfR 12 1) [ B P e
312 RHE®

BESRASRAM B S, RBIERT
Fa AL AT TR RAAT, AR IHUE BAXS
VR AR T A IR 5 i

Sun ZEUIHE HH T —Fp L T L A AL R AL
TRBURIHLE . AL, RS A B e R E 4
E BTG Bt — A 322y, JREH 4
Z5BaFh p - zCDP AR Z: 538 5 Hil M MEALBEFA
RGN, T4 T AN B FARCARME . AP Ik
BB R =8 Lt e Bty NS5
T FE AT A A HSH B2 TSR FH v Sy BT A 0 A5 P8 AT TR



53

IBYOREE: SRR RS 2 TR 4ol « B Rl b e & <27

W, me)FR.

g€ Xw: 0)=8(x,:0)+ 0, (6
Ht, g(xns 0) RS 538 m il H A 54
s BEATL N EAE A X T RS B BEVLEE S 0
RIS b, NENR SRR, /MR
e 25 38 G [A) A 48 a2 1 Ba A DR 37 4100l K 1 E
& (s 0)FRIBN G BN .

Wu ZE 7270 22 0 Ba AL 2t B4R il T —Fh 2
T2 420 IDFL AL . ZALE 25 RS 7 200 o
BHEWOTER, DUAHTFE . 1815 A R AL A Bl
ZEE A, FEARAE B0 I & 1 A SR B $e it
FHI. B2 il RN EE i R ARk S
FAHVLRC B2 A RESRAT S KRN, fig ok
B2 A0 G R E A B A 2 R IR RS XS AR
I 7

7% [& 2 FL rp 25 7 i 1 B 5 5 4 1 S 22 Sl
PR AARY oK, Lin SEPRH T —Fi T a2
oy BaRAAN $2 29 H 8 ) IDFL HEZ2 HDP-FL. 41/ 8
Fias, fEZMEREr, 2 um n] DUARYE 73718 5w
(market operator, MO) $2 It [ B2 R 1l 5 32 2
(e, R)TAT AN G, FRAERTL thyE NE 7T Fa A
MR, R Ab S R B AEZS MO. MO M b A%
()% P oA A i s 5 AT R R A, AR
14 R R R 25 IR 551 SR T (A b BRBUR
4518 3Rk 5 @IS 5 MO 58 BSAT RS B, 3R
FL A 4 AL . HDP-FL AR 48 2 7 1 B ALk 4
WAT T A A P B AL T 2 Be S m, AT 23 1A
PEAHIBRFA R

N
= &
Mt
G\
= &
Wi
A LN wm emsm W%
WS wEl - ik

8 HDP-FLAER
Figure 8 HDP-FL framework

3.1.3 HakEb
EHSEE R, ALFERFERESSET

AT EGEARE D, SRR AR R S A A 5 B YA
it oy o, #EIDFL H, ¥ 7 4y Bl 5 # sz
BARMSE G, AR ORI SRR SR E I [F]
i, SCELBRIRI R AAACE, —T1S 55 XL
HIREERESS 5. AT AT IR
SLRIEE T S A A S P K

FEIEFIHASEH, 473 A %2 TR S At
#F, MZ5HENRFIRAITENRE . Zheng SFTHA]
FIHASZ B MUA L 72 73 R AL BOR Wi T — AN RERS
[ S BRh AN BSRA PR R IDFLAEZR . 2257 Fa A
W T B Ay & AR A B E A5 2 AT 3
2o TASLER VR I A AR ot B 5 0 AR AR
GEPUR, W E AL BURFE AN ST 8. fEIZAE
b, BE A S BABUE R AT

Ying %7515 Hi 1) IDFL AL F) F 22 73 B AL 1
TREL OR 37 25 5 3 (10 A A 7R BERA AT 1 A7 Bt
Fho FEZHLEIF, S5EERZBMNE, TEE
THREWLEIENL L BRI L, A R &0
WEIEFELE R, WA LLHEIRT 2 53 A LA
SRT, IZALE EER S 5 38 K A A% RS54
SHZHEEENRSEEY, FEEENREA
Tt 5E KUK o X IX — A, Wang S50 i T 22
I BEAL VR IE B A, I FE L A IR i
Z5FWAr, TSR T AAE AR5 285 T
(5 SRS R . BEAh, Zhu S50 H T —
ol 17 P K IR 2 38 1 S RL R O L AP SE ML, A
MZED ARG R AE S, [R5 8 B0 B
VAL B BE I [B) AR A ARG P, BETE 1 — Pt T A
AR IASERLA, AT RE 5 5 4 M S R 241 5 1)
FSL ARG E -

B3R 75 S R BR 55 A% AT LAIRAS 2 di )
HIHHE R REE R fifE e ARG R
%), AH—EMRRME. ik, Ren%MI5IA
A 225y BRAAHESE, e 1) 7 o ) 3 SR SR
BHEE (WARE0AE R EARHLME SRR
7 v RO A AE 2. AR ST A% AT AR I )
ZEIR, A DU A T AR AN B S B R
B THE, RS 7> A6 5 42 /8 A
Bk % iz 5 FL.

HIEFASEANFE, S0 S i) B AR BRI
K&, ZHEFERNRRRMEE . LEPHRIHT —



<28 WZs 515 B i

118

FhEET IRIAAESZ BUALE] . EZblE T, S5
FREATIRAMT B SR AR AN e 2 N
5%, BEBKHRN . mREHENIHPZ
5o ZHLHIRH Z 0 BRARGRT Z 5 38 5,
HAE U o v 2 55 R, R
R B2 5 F RGN L) .

N 2 5 B AR SR 15 22 4y B oRA R
LRI = 2 AT N, Yang ZEBOSGHE T AN
WS HHERET Z4RAIFL 7 R =AW
TR, 32 W — i 3 T S 1m) 40 S A U L )
CSRA. ZMLHEE RN T 255
HFEMZE RS, FAWEES5E I
PR 5 BR,  [F B PRI AR 5 2227 2
R R

Wang ZEBUF| H 2 43 Ba AL 2 5 3 11 HLAR F0
AR ST X E LB, SEIL T A FAAR R (1)
MR A BRFARYT . RN, ZF RIS AHE T
Z 5N IEE . RART KT BdEdE 7 E
34 (Non-1ID) FEEESER =, Wit 7 2460
BRI S 55 E, HETH3EH
PrfE BAME TR, SRR A 4 SE LG 13K
#, R KA 255 F R 554 U A -

3.2 [EZ&M#ENAT IDFL

[F] 25 N % 4 FL v id & 3% A T 0 805 B
CanF P EAR B AS 2) #E TN, DLsZBLR
Bl e E B, E RYrES Y EE
TP, RS ST, (AR .
Dec (sk,Enc (pk,m, ) ¢ Enc(pk,m,)) = m, © m, (7)
Her, Dec()RnBEIZH, Enc()ERINEiz
B, om Mm, ®RmHL, skBRFAH, pkRRA
B, oRORWSCIL ERE S, o RRE SR s
B SR IR v A &S A A RSA A ElGamal
204 Paillier™ V& i i FH M IDVE RIS H L.

Weng B H T — R & B A LD SRS
I ISR ALA, A L P R B R A R B
WL AR AL S 5E AT N LR A
Threshold Paillier 5% %) 2 5 # [ A Hu B F5 45 2.
HATINE . ERRHD BN Z AT, HAFER
Z5%¥A, WTAMYIESSE Z P,

JE e S TE@ I 5 N R B VA S 5 AT
S, SiaZ5EMNEEETUR. THE TR S

RN TR, LA ARBE BE 2 T 1A P
5xE, FEIR, R X IR Paillier % R4
A S BB . Jia SGESHR W T — AL T
Paillier [F) 245 I % Al X B AR 1 AT 55 B 2 5
MEZE, ZMEZESC R P H RS 52425
£5, RERATIHEREMNHZE. @dsA
Paillier & BILRBEEARFEFA 2 4, FFAE B X B
HEM RN B8 & 205500 EH S BRI L], AR T
Z 55 MIMERMME, ERRRA 221 R,
Al T BRI 5 A R i B M R

N7 1k A SR B Y G T, Zhao S JE T
Threshold Paillier 52 tH | —Fh 22 42 3R & AL
SecAgg. 155 kA& ¥ HALEH 4 B AP AS FAHH
Jisk, Flsk,, I RIEGIREEE, J5HRIEHS
5% . %2 5F MRS RAHF R A8 pk
o A HI TR 2 B AT TN G AR S B R 55 A%
MR % 2 e R AR BIINE W AR, ME, R
552 R sk, X (1 4 Joy B 8 47 30 43 A 2%
HUERREGAES5%, 555 sk,
X HATE MR, R R — A
Zro BEMLH B CRAS H BT 5 4 JRy A5 R 70 A ok A
HIRZ LV SOR RAEAE, A IORRE T B L2
PEo tbAh, ZHERLELE AT L S E AL, &
7 MRS BULE Hylne. A& B ) Vickrey
LA, S 5E RS A S BIE R NN,
HIEMB AL S 5E5 B MGG, ik 2
gt s A SRECAS AP i [FHR LA

Bk 2 1 Paillier 51754, B4 IDFL /7 44
SARKH AR RSN LR S 5 #5H IER .
Chen Z51L% ] RSA R & % H ik 2 55 58
MZ4EfE 8 (R E. HEERERRR) i
JIHBLE AR B 2 5 3 15 005 B AT I Ab 2,
B PR BURAS BAEAE AT SRR R L2 M. He
SEOULE LT TR 1) X BRI LA BTN T 4
) 25 I 25 523 CKK S, %ML 1SR 20 A1 735 41
EHTTER, B2 EE IR SE IR S B
VERRS . Xiong SE03HE tH T —Fh T B 1 [F 25
s 7 52, TR R0 3 R O R e 755 i O o 2 it A
MSHGHATINE, NP b5t Es; Frk, 45
ARREEY), AR 45 R AN P
(R DT MR FE I SE ALl A BC, B ORISR ) P4



53

IBYOREE: SRR RS 2 TR 4ol « B Rl b e & ©29

33 omERE

MESALRY RG22 53 Bl HL & B0 IR
P P T R G VR IR, L R IE M ko
Pedhs [RIZS s ] S AR s HL % MRS, SR T
AR m T S I8 A5 A . K 22 4 B AL T
[F) 45 0% M FH 2 IDFL A, se B 77 0% B 5%
2 WP IX LT LR AT T IRNAT R

EoRASHIERMNE S, RT 7 IDFLE
SRA RIS MER AT M, BT kR
HARBEHLEI AT SR, MRS 5% i 2
(A7 LE BIAS BAXRR A8, 2B AL A 2
GRS 358 Yy o8 = A1 P I i O L BN oy S 1 S
PR S T EAY, JCHAE SR g s, Wi
FE TR B T B3 038 ORI 1% 7 32 A R P
P

AL PR BRI RN 7 0 S I B S AR
SRR FER, £ ERE LEZRRGHEE %
J 5 2 (A A BASK AR . A HIS 5 2 40 B FA
FREE A, FR G0 ] AR AS [ 7 i R B A i -
RIS FEA AL BRFA U SR AR R AME M
T 7E B RA PR 530 B 5 R 25 3] 0% 2 R SR Bl 45
P SR, AR AR SR PR HURETE &
T A I L AT, XA — e FE R LR
T B 3 e AR B U RN 1 R
P, S ECLHE LSRR 25 1 i KA.

W5 2 A 45 &, (F IDFL G868
RIEBRA T BN AT S 5 MR, HARE
Z 53 NN RG-SR 5 225, AT s
HIEA . R, ZoRAELAET S 55N
S8, WPFIERSRAEE . AR, SRR L2 A
W, B2 538 mAE Ik S P H A B R

THSEEER,  BEMRIA BB 00 Rk [FIZS N
BRI N RS DRSO A2 AN T SR R
RPN S e, IROE L7 7 BRL S 9 Y
g, BETRSNE N FLERE Y KR
LN RS R 85, W TSI
BeAh, AEIEACUIZR T, KRB A W e 3 2L
A RSB BUH DU SE AT Z L 3,
R INGBRRE P NS 5% .

4 MEEZREFGHERIIDFL

AT N5 BBk B AL, ORI )42 4z Bl
1% IDFL #E AT B ER AN 20 B, B0 46 FH T A 25
B AL A, HREE . Xk
R GLEIE, DU T HUAE RS E 22 Mt 1 ot
HR VPt A1 B T A v
4.1 PFEMEERT

77 AR5 7 T R S BREAE T B BN R B 5
ZIRIEAT N fEIDFL R, & H BB A B TE
FEEHLE] . RER . HAREE, BEesy, D
JOXEEHT AR A G . Bihn, @ E L AL S
i S EAR MY, R giA S 5EHM LRI
5 SEWIAT R ok IR0 S AMA s IR S
HREAAEED), NWEMTHASS5ET AN
—HUHE IS R . IR R A A N, Al
IDFL Re % 5 AT 250 Hh S0 52 44 () B FH 3R
4.1.1 B A

fEIDFL H1, AEEHLHIH T 52 5% 1ot
Bk, A X 7 RN R 2 538 5N
FTE

Xu ZEON@ It 115 2 5 B AL (1) AR HuUsh FE R
4 JR B R B R AR 2 A B BE SR VP 2 5 3 TUk
KM S E S 5FH N EEE. ARG

%2 |IDFLABRFAMRIPTSIEXTEE
Table 2 Comparison of privacy protection methods in IDFL

LR EEE IRFS P B
[60, 62-70] ZoRAHEIRE BRI TR s R A SR [ 23 SR AICR

L) EARASRARE e, ERTRMA R
.. s NS 5E RGBT, T RS
[74-81] ZE oy BRI A T
[86-89] Paillier Jin % 7% TR, R R
[90-91, 93] CKKS&MEFE SRR SBOTHE, T

P EFRRA R ST S W %K, R T35

LR, H AR R S ECR

b &t gt Sl

I A PTG SR ) T e
TEBE R, A




.30 2 1 A

118

FE, R4 B ARYES 5 & I P 2R E AT IBOR
A, IR KRG I B EE 11, iR
RAE TR RIF 02 58 4 58 N4 R B 1) 58 8
Z#i. Ouyang U E LIS HH AP
AR B[R AR ACLRE , 4B 1S 2 2 5 3 (WA G 7
EH; WG, A XSRS S #EH W E
FEE, RSN FEREMETERS 5H W
RATFEEE, WILMERR RSS2 HE
AR, AUECERSSEN &R R
50, Zhao Z5USIE I 1} 5 2 5 B A MR 24
MIRRGRE B, R B LiE S BT AT
EREE, WERES5HNFERS itd
WS 5#HFEZHEWIN, RNEHFZEBD),
PR G AT N . BT AV AR B 38iE i X
e EATIE I, MR AT LS. [,
GEEFE BRI, FERFAE BRI B i my 45 gk
B, B TR I i

18 3] B AHR R 7 25 D U R 3R A7 AE SR PR
P, Wang SEONR H —FhOOUE ERIALE], AL
ESVIFHMSSHTTMMES H 581, 354
ROHAT ST VEAL. EZPLET, 55 FE%E
FORIE T M BT GG 10 s 2 (A e I SR 1)
35 U HFEFBPMET RERER, #pk
ES 545 5] . Yang ZE1 008 1 i) IDFL HE 42
KA 2 5 I TTER AN 75 5 g AR LR . Ho,
VIR (0 DTHR FH 23 01 S AR b A F A2 20 ) 3k
ITVPAG, SHRASHRRL R B R IEAR DGR R, B
SO TTER N S R RO BUE . A,
ZAELLR A YR UL SR & H S 5B
BT A SR, ShSVEAE LAY, Uks
ok R AN, BUhE R ES SHERRSE.
Feng MU 11 T — A by A Hh A% 28 B30 % R 4 =)
B G RT RS ALK K IDFLAESE, AT B 75 RO iR
BT AR R S W R R R R G, JeE N
HETINGME R & RAER, MRS RN E
Pe. TERCERAL b, BFRN K S 58 4R
K H FL 122 b Aok B X HeBE 122 ih. Ho, FL
%%%%ﬁ%?%%%Mﬁ%ﬁﬁ EVE/ TR N
TS R AN I s PR A R 2, DX B 1) 2 Jalh
FEFES HH NI R FIEE A

SR, IR T R R EREH 1)

W, Bo%2REEWrEF R, i —
8, KangZ5U2VAREERE, SIANSHHEEE
P ANHERE 5 A, IFE B 2 BCE 3202 4 AR
MU SR EE. BESERAHZH
S, AR BB RR SR e N (R HEE AR
M e HAATSS R AT (PR Feflt, Hers
WiE gk 25 #FH 2 AL AL, T HH RN
HEFE 2 o AT 55 AT E AT DABk G ey 7 5 fige e
HZHFLEAZ, &0 LU & 55 1
PRV PR R X U, (ERHERES 2. %
*ﬂﬁﬁﬁim%ﬂﬁ Y B A IX HRE R R

REREHE RN =R IE N, MR B4R 55 K
ﬁ%Z@%%ﬁﬁ%o

IRRRAT 55 I AT = M LA A b 5 4 ) = A
Z: 55 PR A S ESRE BAKTRR 0 &, Zhang
SEU0N R T I X BB 1 2 0 4L IDFL HE 22
BDFL. ZHEZE bR 7 H TR IR & 1 i 55 4%
HEINT —MH BRI s, Bk

ZKg & 9 fi s . #E BDFL Y, %5 7 3 LA P2P 5
NGB 0T, FEAEAR M TE R G
1Eo #EZ A H—Hn V5] XPEER T R
D AR, HERTTR AT BOgr gk T e, I
P A RN P i B R R IS R
P v RIS 2R B O D 4 A fR 2 . SIS A
N, RIE SR P i A7 Bk 30%, BDFL{KARfE
SIS S, HAORFRE E IAERR S . [RIFESR
FF 2o b #2, Domingo-Ferrer 250442 H —Fh
7 B ML Co-Utility, 1ZAHLH T NS 5%
(1) 75 %5t A LIE U m A HoAh = 5 3 b7 8,
MG 1B S S 5B IR E S RS

% % ﬂ.

ﬁ@@

G
&9 ﬁ?[ﬂ%%ﬁ’]i il FLAESE

Figure 9 Decentralized FL framework based on blockchain

Bwﬂ

Amm\

ffﬁﬂi%ﬁ

RIS, J5 REGGHHE A H S RATEN
P HAds, AR HAM AR 55 KA 0 Bodis i A



53

IBYOREE: SRR RS 2 TR 4ol « B Rl b e & <31

H AR, 24V s
DU ISR 4R it v 0T B I s S A 2 4
Rehman 21001 — Rt B S 251+ 535 500
IDFLHESE, 7 H RIS & % ZE A aik
Ko 3SR S, (EIZMELE T, Sk ]
AIAHHLEAT ARy, P RS A (i 4R
THRERER L), AL EAS B SR
P BT, AR L S S R
AN HEAAES, ANMGHEES5F5KAR
1T H.

& 350 3 T R ML 0B O VE AT TR
4. FEEHLEIAE IDFL H [ 8% FH e 6% A RH B Al
o EE A, A — e R AR
Yok, Bz 5 E MR R ENEAE Y., [
ST, AL B R0 — 5 TR 8 UF FHE £ R
VA S BB AR HAR RPN 0 A, 3 — D7 TR
i 7 2 S B BE T
4.1.2 FEan

PEIDFL A1, S5 Aar 4 A a1 1 il 2

H5HEMEEY, DR REEcERNZ 5%,
PERT R AT BE AR B i e A D (R AR AR 2
AFRl: FET AR B G RRAEPS 1072
TR R AR AR 0% 114 R SR AN A Hh B
B T HAR S AR SR F2 R, B
W A BT IR B 4 SR R A rh 2 A Y 2
SVEREFRNS, MIZEH 2P AN R R, K4
X 3K A S A T iR AT T XS e
Domingo-Ferrer 5442 t 1) IDFL J5 % % H
BEFBE B 00 S AR I 7 VR S T AR R
Bro BAATIE, X T4EM—MERE, Hit
THRIELL C (P AE b oD, R
Ja T EARAE R SO RIRER, RS RS T
WREHAT R .. HREANEHUE CZERE S
ERTHME, R A REH, Rl
SRS H5ER PSR 5 RN K .
Wu ZEUOTIGE 1) 5 F X B (1 7] {5 FL R4t
SR FH IR PG BE 29 52 5 AN i AR 2R BT ) 1) 22 o A
K10 B, RGNS 5 IZE K

#=3 ETEENSIRGHEE SRR IDFL R
Table 3 Summary of IDFL defending against poisoning attacks based on reputation mechanism

SCik ik AT WIE FEBARBF A
[96] RS 53 A0 L FRAR AU S 5 WS 55 ARTZARANE
[97] J3 0 P T 4 R 2538 14 AR A0 T ik EiEEsa A7y
[98] T I R PG ER S R AR T S HO T B A TR e A 2 545 1 % DX PN 22 53 B AL
[99] PSRV T IR AL P B (R AE I 2 rh 145 43 R 2 5 # 1) SV RIF 2 SV HIRE 520
[100] PRV T 2 15 4 (AR o = 0 s e MRS 5 3 1 STl P 2 X ek
[101] TS [ KR 2 AT FLAT 45 R IUAN X B 22 il K H FL X Jed 9 3 43 X Pt
[102]  FEERE ELEE AR MR 22 5 38 1 LR 76 %% E 2P eI
[104] W% AR A S5 R B SRS 5 5% AR a7 23 RS 56 VIF v 2 & G2 L
[94] of P LR EEAT 25 rhot Al I B WA 2 5 45 1y 7 2% PrEZOH
[105]  HIRT S 5HHUTS RAH #7175 % WS 55 A JLREE
[106]  HETUERE. FWARSIRE S =TT 1A% WS 55 A (i)

R4 ETHRERNGERSHE IDFLIEE

Table 4 Comparison of IDFL defending against poisoning attacks based on anomaly detection

SCHR e 75 75 it B/ R bR

R

[94, 107-112]

[102, 113-114]  FETHRPERETRAR  BIBUUERG S . BALER

ST TR MGTRAE AU BXICEE RS

RENE PRI A W AT N, XTSRRI G W 5 (E TGk
HER AT B, E T A A B AR T RE 22k

e RENS ST Ak PP A i, H R RGE A I GE 70 B

SR T SEBTIR,  Toid SN i B AR AL A 5




$32. WZs 515 B i

118

EFWEME. FRNAE, Z5FITEAS
Y 5 HoAh 25 15 3 BT ) f IR B B Y, A %l
I PR BRI, TN 9 i A5 TR T A Iy R
o, IR ARG . BRI LS
HEWME NRER, BREa Qs HEENE
B, JFHOHZE R RS B . X TR
HIENGRIER, 253518 At 2
HEwR, IR R b B XHEE, (FRE
DA ) EE AR

B AW
R s

el i
MU BB b

Figure 10 Blockchain based trusted FL system

Zhao USRI FAEAN 2 7 o 5 AR T
S A R S P R B B 2 2 MR 2 SR A A, R
BRI, % P i 1 S S AR, AT B
S 2% P KRG o Zeng 25111 FH AY 5% AR )
FETH AN | — 5 I AR 2 [A] ) BRI
CRBLEEAR T BB A E N HD RS T ARUE
ERREAREE, K AR AR IR AR R A E A )
e 22 il ) 4 A o

Li SO 7 — bl & B PP A 5 A1
il AR OCHE EEAS AL, T3R8 FL AR B R 2
5% . BTG 4R IR ST SRR R A B Bt
W2 5H RN A B 2 [ AL, PR
) AR . G 1 VR Al 2 98 i 55 A% 8 Trans-
former 152 RIS 22 55 35 2 AT RS IR S A
AT AT I 18] e B 00, R TN 45 R 24
HI IR BR A B R REAT LU AL, AT Z R K,
WFRNZ5EBS TR . &, Pl
W INBCT I ZR G R S AR 25 R, A
#HZH5HENANMRKEFE Y. HFEERK
TEE, WA BRI W, JF R
B R 7 A

Chen S W 7 —Foft 2 1 B ALK PGP 125 4%
SRR T v, PRAMEEAY 2 T] f) BE BS 4 e SON
0, = Hm,2 -m; - 2mm/ H (8)

Hob, m MmN KRS 5% i 0 AL AR
SRR, |- |RnTEE . RS A8 BEAUAS A Hy
B 2 (R I BR G BE &, R IR N A
A0SR m A m, 2 1AV BE R T BRI 8 )
NERSEH., REJILLSFTEX i MBELSE R,
L 13 PR e EESSE, MRS
mERAHIEINEESEH, HRBYE AR
F P 3155 o He Zl2E T iy 2 [ B L 2 40011
R ECRE S HEAT O i, DO IE B B (1 — 2 B
TS5 AT RS, TR NE R i
N REAAE S EAT A, HEBEAT o 1.
— B P % AT N v HE8 i 035 10 RV R A
ZH PRk AR B IE G RE. b, B
AT T H L FH R B o R XU F 3, DA
L P RN 3 BT 22 05

TEFLIscrh, BEAORE AR . AL 453 JC Rl As
RIMER R SRR TR AR, N Rt 1 H B
BT . Gao PR FHAERIRE T — &
R R R T, BN 2 5 EH RS A
ST AT IR B AT, SN T T T R
P SEE. BARM S, BB T N

$(6,G))=L,(0)-L(0-G)) ©)
H, GRRSEHIMARMER, L,(0)&KRH
AP 4 SRR BN 2%, L, (0 - G)RARABE i
IR e, SR ZE S (6,G, ) IR T i [P 5E 0t
R RE M SCEREE . B S(0,G) N, B
WA i ) BB S PR AL MR B, 1% 5 35 A E
NEBRSEH,

Xu ZEMARR T — i 5 X L% 1) TDF HE 42
BESIFL, i HE &) FH A5 28 vf fff 23 A 0 5 4% B 2%
BZ5¥%. R AHT, BESIFL &4
S MFTH 2538 R EENLEGE 70 2 58 B NI IE
H, FEME S R . RiFE 2N
HE WA MY R 50 R AR e R ik
ITXTLE AT, BRI S5 ¥ B A S R
R P TR, HT R 0E R T R,
BESIFL % 4t {# 2> H) 5 % A AR B0 R 1 2 5 %



53

IBYOREE: SRR RS 2 TR 4ol « B Rl b e & <33

NERS 5%, IFBHEMNESMRE RS HEH
253

Kang 2102131 H3 fl 4 RONI A1 FoolsGold!!'!
SR AR I 7 28, S 3056 At A% 7R B 1) S
g P N R NO)\) 5% o i VA i B P
Wy s MR B A, E 0T PR A B A A
B B R AR & R e Rk, A
JE 1% BB S AT 5E . FoolsGold 57 A N ] [ HE ikt
SLE A EAE s, BERS5E FARAE
Hiu A B2 1) 5 A SR 1 A0 B TR RE AL BE STt S R
. Ex R AT RS 5%, FENE
TIALHE PRAR A P40 B 2 B A B b
ST,

P S RO BLE] 5] N IDFL #2140, Aetgidid
BRI E ROV S 5 F IR AR i &,
SN RN AR R Lt AR TG i, B
B M RGE R AT, H0 5 Rl 2
EHE RS BE o EAHRBA T485%:,
fAE—E B, "t FEORREURR .

413 HaRfk

LR BE I S B R R R 2 A TR 2% %
Z 5 FHAEAL 5 1 SR ik e gs — SR,
R A 2 0l L] (commit-
tee consensus mechanism, CCM) M8 T {E & iF
B (proof of work, PoW) 910 25 HERT (proof
of stake, PoS) 12U F 5 FEZ5 4 (Byzantine fault
tolerance, BFT) [21RIRAY ff B % £EUE B (proof
of interpretation and selection, PoIS) 314 . 7F
IDFL 1, L REVEES A RS 5 EITNE, 6
RV E IR RS G T DO S R AN i3 2 =2
B i IDFL 77 ST 1 S S5 LR EL
Li 25122178 8 (6 IDFL 5] N T CCM &

IR . Z AL BE A LIRS )3
BRASEEZ AR .. EBRINGF, TR
SR R A R N IRIESE, X
fh 255 558 B SR bR FE AT IR IR VR4, R
TR IBAR I BT BE A il g B X e . 15 28
T CCM FERI& 1, R R py 5
HIBEAESETHE RS ER, KRigb 7
M RS 5K REEAE, SERI T IZ
M. WA, ZRSRIES5Z TR Bo T
KIhorie, BEFER 7B A R AFEH, XiE
A BOL YRR EECE R T, MR RS
AR R S,

INERE FL B R B by, WF R BT AN
FFLRALHIE T T 2R B 77 % . Qu I8 IR|
M PoW HAREVE R H T — N IDFLAZ L. PoW 3t
WEEE R 2 5 8 1 i e vt B AR B L T
PERGR . XM Bk 3 f5 B4 K E iR 5
WA e R EELE, iR E 7R BB IR
Ao XuZEUOHR W T —FiidE & TR LR 1 FL 3L18
Bk, BIDTHRIUERH (proof of contribution, PoC)
Bk, PoCHIELLZ 5 E I TTHR (ifE 2R i) 1] |
AHA Y ot 5 S R Tk AR R S
iR S 5 WA RMESEPR otk A e RS 2200 o

Boualouache 25241 3t F BFT 3L iR 53k, &
Th 7 TR R R AR G A R IR
(A-DBFT) M TB Bt il . 2 5E s %
TR R R 2S5 FEAE N LR,
DA i R A2 0 o] S AR AR R s Bl S
T8 I bl R A b AR R A A e 5 A S AR TR i 2R T
ZH, AW ERAEESELEHT N, H2EB
AN BAE, AH NI A b A Y K 4t ) e DT B
I LGB

2k o

x5 ETHIRBEER IR ERER IDFL S RXTEE
Table 5 Comparison of IDFL defending against poisoning attacks based on consensus algorithms

SCHR K HIFERET P A
[122] TG RFCRE . SCRFPEE R R A TER RN TR S8 L il
[123,105]  TAREUEW/STHRIEN]  mlERGTHOfe. BTy sh i B UL L A7 AE 2 A e XU
[101, 124] FE 5 A FVF IR Z A E BB AEBAT N eRAR, F B Al A5 B
B REEFEIEN SOOI AT TTRRVEAN . B AL S

(95, 1251261 “grmipegergzcin  mw

TR R TR L B e ) O S 1 22




«34 e WZs 515 B i

118

Feng 2102 (1) IDFL HE 22 % H] T BFT #4
% BEIBEARRNEES5E M. REE
BEZ5HEAEAELOSE5HT 13, RAHGE
ISR SR X R BB 3 ) 5 5
HERMB R L, RAEVIT4ERIEFIEIT.
Boualouache 2524136 F BFT JL iR AL, Wit 72
TR RFEH S E AR EYE (A-DBFT)
JE R =G it P 7% = Ry = By B Vit R R R
FREMNZ 5EENILRBOR, DLk fRREIL R
TR AT SEVERNBRORG s Bl S LA iR 7Y o
R RS, R 2 e S AR
CRBGEET A, HEBEBEHSABIE, MM
HABE ALK At ) e A P B I T LA R

Kasyap 2515 IDFL HE 42 7 & T PolS 3t il
H% . PoIS FI A SV i 55 R i XT S A5 2 (1) 5%
WAL, AR RCRRAE AR, AR S S #H
[F) — 28 Sl s 28 1A AR A1 U1 R RO 30 AT b 1 A Ak 2
5xitb. XS5 FH WL RS H A2
5EFHFEREZEZR, WANEZSEEHFELER
1T, HEBREREEIELASS5REG. b,
PoIS i& MK #f5 2 5 3 1) T ik & A1 75 25 ¥ ik 2 b
PR, SEILASFIBUR L. K S BIE A X
P SRIROKEIER, $R R TR AR ) £
A0 Ak AR ML PRconsensue. %5 5 & £ AR #h
WGRIE, W RN K ED R B FE B T % 22 ) 2%
b J5 BT B 5 B HoAl 2 5 3 R B R 1 e
AT VPAL, A5 SR 0 Y 1 B A D0 1) — kA A
BT RS, HRHERSAXIE, DLk
YU FE R B WA . [T, L AR A A A
e 52 535 vik B L 22 mh o B, B Y
LR FE A 5 & .

Ying U205 H B T A5 34 (1 o0 B LR
LR IR SR N 2 A AT TAER o
W, AN o OSTAT A T s 4 VT A AR Y
Aeo ME N GEE SRR, RESHRT
TE G S0y AT AN T BIE o IX PR AR PR IEUE AL A R
€, WE R 2/3 MR E B8, B
B B se ek, BIAT 4 RISEmAR, R IRIUE
A5 A LR R S e T T, B R
I ATy

gr bERriR, SREEAE 0k FLHESE

RYEHRBIERN, RBA MRS S5 HEHRAE
MERAE LEK—%, BICEESEHEANGE
B (10 XU, [R] R aok 2w Ak 5 A o e SR
A i R () B R RS R . AR, FE IR
R, TEEAE RGMER S et dTER
PFIRHLE AT R T BOT S RAI T, i B Rk
AR 2 5l R % AR . Bhah, BT IXRE
EXN S 5FHNIMEREERE S, PESEEN
AR E R, AT REXT A R G SR R R
Az 5 2 AN THT RS
414 FHEY

MEe G —ME 2 A n ., 184778 X Hedik
« BEUE AR T 2 1 H sh b B Rk R DT
BE B W E 3R = 5 B2k T SEBLAT (S A8
» B G BA BRI T .
G215 NIDFL (OB IR STHESD) ,
WA HIE WA, B bE R, AR
G K B T RE 1 % A SRS, B A IE R
Jh BT, ST AL R B 30 AIE, A AR
E UG TN

Wang 25 °VRI Feng 2610115 Bh %4 BE 4 £ 41
NG BE J S A 2k s it E sh Ak B, DL DK AR B
IDFL (38 W1 5z AT 3058 . 80l 75 K77 il
G T RS AT, R A LSk st &
SE A3 IC T %6 BB e s Rk, IR 7 Bl 72
HEAPHES AT EYN. X—H3hRrEg %
THIEA, BEMRES TR S AR . Ak, R RE
G AR S 58 DT K AT AT, HE)
HHS5FHFNFEEE, FRERsE BA M E
S 555 TX0; HiE, $BEs5%, &
REA 202 B PATIE SIS L,  WidnBRaemh. St
F B A S 52 A 104

Wang! 285 H 7 —F 8 1 X BB Y FL R 4t
AR S (RIS HD A LI0T
HEESS5HAITN. Bieadael ok
FERR RIS APAE BRI 2 o5, DA 5 S 7 2
YRR . — FAR I 2] 455 75 R 1 52 5k i e
PERE TR, B REA L0850 B F B A7k A 25
M RS B I RTIRRAS T OR PR AR
AU 5¢ 88 . Jaberzadeh 2012012 1 T — AN TA
AE & 3R & WA A IDFL (32 530 5 20 A BB

R il A
puniid
[ayay

N~



53

IBYOREE: SRR RS 2 TR 4ol « B Rl b e & <35

D) MERL. EZMES T, S5 T Wy
RIE4: HRNEIRES 5H RSN A A G
O R PR B R B, AR RS
ZIE RN, PLHIE SRR AT N, Xu ZB303E
H I IDFL J5 b, B v SR 3 S 0 104 o A
RURAE & SR HLE LA E TS L. S
24 MR 4% H L 38 0 5 A R0 DR AIE 4 S A1 o e
# 2 5 H —— BRI T S ORIE 4 77 T v 1)
RSO R . BE, BEEEL2T
WS HERZIREE, JEET ISR
KIHALR IS RIE S, DAl e e 4k 2 DTk
JR R SRR, 2T RGNS AT

R L B4 BT B LR IR, T8
A =7 Fi. fEIDFLHNHEREA Y, Refs
AT MR, W AREVIE, RN
AT IR . A, B Qi aE—4
BEREA, R HSE RS, EAE DU AT R
SR, AT B2 T BRI R T BE SR — R A
HE, WEHEER. EERES. T, ©
WIT R e B LIn, DU FE 78 2 Il 5 5 % T
1E, CASLHRIR & 22 8 HER o iR .
42 MEEEERE

4 72 X o R IDFL T I 168 00 i 2 — .
HMARIN: WiiHESS5II%GSRE, HREE
JRETTER, RO G 9 R At & g 1) 5 B Rk
Fo EFAT AL SR BLE AP, &
SRR SE S 5 H R, 3R R0 FL K
AR

Hr, A EEGHNE ST B @A
PP DTRR VP AR AL ook 5 AT R AR A T, 3
TR R SV RERS 55 EFLT K
DUk . LiuZE0H& 7 —Fh cedk 09 SV ik 507 1k
GTG-Shapley!"3!, 1275 131 F 5 i 56 7 5 g B
EESIRERY, SR T HIEIGARS 55 H AR
MBI R, 3 PR T UE S DTk T 7 AR
HTFBRIP S5 R, RY Sk B ok K R A
AT RE L TN, WA S
HERRAE SN . 250U, ShiZE320F) ) SV Sk 4l 4
NS HEIERR S P TTR . MATR R E
A JR 6 BE ) AR SE AR LU A N TH B SV IR0 B
K, ATTRRVPAN BB TELR I A N SE AR, SR JE AR

I o R e I 0 3G H O R B v AN T B 4T SR
4o Salarbashishahri 253312 (1) 7 kAR H 2 5
HHISVIERMES 5HBMM RGN E, SLl
TR A - KT SV AE & F K T F /KPR &
Uiy, RGUKEE IEHAE FEHE T S H A REAL
BEEr,  DAHGRE S A 4R B0 () 5

b A8 A SV 1 47 o1 Wk ¥F {5 7, Richardson
SIS A FH 5 ) U330 B IDFL Hh 2 5 38 1)
DR SR IR SO VPl 0T GO0 5 Y 451 2k bR £
SRR . RGMRIE S 538 K52 ) KN AT
KIhAHe, Wiz 53R IUH X e iR % e
(AT S, o I S A8 B AABE 28 ol g I A A
W, MG A E 4247 N . Huang 2515614
T COFL il CAFL Py A ZR A, IR4E S 5 1R
BERTHE IR A AR E DR RS 5
Tk, H, COFLBLAIAX) 2 5 3 5 0 o1k
PR, 5% AT IuE T ERIER AR
ftE . (HPEFUER], FE R KM MR ik
FAEEEMR . T2, CAFLEAIZRd 2
HI 2 58 TR A ER, B2 E5E KGN
IRt B RN RIS B B N TTER BRI, PR3 BR
fEFL Z4h.

LiZEBe 7 — Mg itk R, Ks5
VBRI BRI R &R R 1SR A E U
“Ugkpe 1”7, R NAFEEL, 1EAHESS
FHOTERIAZ 048R . RS SR 4E 2 5 1 gk
NEFERRTRANE, HEERSE5EFRR[ES
Weas, [FIRHE 4 FRSER S 53 S 20

BROTER VP LIS, S A (A 2 1R 4%
B AT NI R F B . Wang 2538 7 —Fh 4
J9 FRAD (W E R X AL o 2L i 25
GEEZHHRITE R 185 A i &
THRITTEME, H46 2 5FNmkE 5 B2
R RTEETT A, B E AR EE B Yn it s iR S A A
(DAGMM) 3952 sl . sag gt REIR, AL
il B A ORI L 80% HIHEME 2, REAEFE (R
EFEZHMNE RS, WKRREEE R
MR .

Zhang SO T — BT R K Tk
RO FEAE . RS AR S 5 E WA 5
WP, 12 H K-means BRF LK S 5E5 K4



e 2 1 A

118

NENEE, REHHEEGNS 5E ML
fZ. HREAZHFRAMEN 5SS A M
AL Z TR AU AR T BRI, W% 2 5 bR
MBS . 528, Chen U R FEAE ) K-
means 5%, 2T 5 5EHE AR MY S LT 0
H, UHNZSH5EBTSH K2R &
bR, GRS T RAE 1 2 5 3 A N A
# . Zheng FECUAE S e 5. KIS MEAIHE(T
FERRPNE &, KEANGE AR NS
SRR, I HE T g A 2 T 3R AR L R
w, A EERE ISR 2 53 AR AR R SR AR
PEBE AR T RCRAE AE AL AT IR A E U5
ZR LR, A I sTER VA AL S e
JIEAR ARG, S8 REAE AN R 2 T IR 45 42
i, FEYE KRG ATES et BARB
B s B4 WK 6.

5 WMRERE

27T, IDFL 838048 il v 2 1 i ki .
RAE S N 5 B AL e A Bk B A B 3
RIS T, WU AL A 2 5 FL 1
AN T RERANNIRE G 5
TG B 7o ARG, AT LT LA
R FTTT 1)

51 Rt THIDFL

TESEPR N 75t 7 FL IR 52 2K ik
ZWRIE. FLZS5EEEIE M. AL,
W 28 T4 53 Je vt B 0 R S U TR R A R, XY
IDFL [ B FA G4 HLA A Pr el B M4 1 T 3
%g*[l%]o

ERARY ZH, 258 MR WHEEEEE
A BRFACRI R R,  IX 75 22 RS 4L IR B A
29 ML R332 B I B RA B3 75 SR 144, A
N A BRI AL I R kA o TR Bk . — 7
T, SRR A SR R, SECERL

R — eSS 5F Kot E: 5H—J7m, 4
T BRI B 22 AR, A4S H T SRR
255G RIIELING —. NI B ok
E, RS EUAEREESSHE R TE
Fel il 4 2 1), S 19 Mot 47 O 58 I oxe DA 1R
ale Bk, R, W& BT
TR K HREWE X 2 5 38 3474 2080 11 IDFL,
ATl R w3 ASe SR (R BH 5277 1F)
52 Z%{EHIDFL

T, ZHIDFLAFRRE T RS ¥ Y
5, MH—MESKME S22 5FMERK
— N REBE PGS . £ 2S5 5
1, FL & 25 ¥ IHAERSE— AL E % ST
%, Mm% 3 AE S > His, U&EH
A5 oA 2O 20d i FL I G AR A Y

ARG CE N Z AT 55 FL 3 — 26 fif v
77 RATO) R RHZ 3% SR EURD LI FEAT
NEEZ . Zhao ZOVEl St 2 AT 55 R 252 21 3
56, PR IE T 2 Agent IR FE 5R A 2 ) B
MLl iZALHIE T Stackelberg 1 25 A 7 %) i 14 2%
k55 38 5 L 2 B2 B AR, FF BRI FERe
T Stackelberg ¥4 17 ) 47 7E 1 15 #E — £ . Xuan
SEIOUERRT ZAT K K ATE e de T — P dt T3
LRI, MR T 2B RME R T
IR L BT i), R AR ER 1 2 AN
B A LR TR

MEFAR 5 22 BEEM A, 21485
Y5t T B IDFL 2 5 3% J9 52 I AS R 25 5 R A0 AT
WAL R SR, HAES B & K B & Sk %2
FMAFAENER 2R . Kk, ZAF55 IDFL H
125 FHAAAE 7 9B S 55 IS0+ 5 Xk
TELESINL . AT, A EE N 2 AT 5 T B I %2
4 IDFL AR &, AT5 72 12 400 ik A5y B (1) = 20T ¢
J7 1]

#*6 IDFL s EE SR ARt

Table 6 Comparison of methods to defend against free-riding attacks in IDFL

IR DikVSRES Peri

7953

[5, 132-134,136-137]  TuiikiFAh

s AR

[138, 140-142]

SR I RBLEC . AERR R A

REBE AR Tk A B R B, R B fF AR BN T SRR REIR . R ZEAF T

SV 2K

SRR RE &7 AR T S A ER AR BT
HIEEFATHN




53

IBYOREE: SRR RS 2 TR 4ol « B Rl b e & <37

53 MEEFEXEHEHIDFL

YERNFRBEER AR —, Ja B 4k AT
AHRZHEFEE. XieFP2UeH 7T —MaomE
VYt 775, W2 Rk 23R8 2 > 5ol 25
MRS, RE¥RSETETMEEERE, B
EPEE T B R A RIBR R o Liu ZEUSE 0t
ZEBZHENFLY R, R MedEE]
YWoidi ik, FIRHAAES Rl kg, ik [
WA JE T TR, Je B B s i Mo R A
PESEPE. ET, EFX A UG BRI
B AEIATE 90 G AR OSSR R . A B R R T
FALBURALE, B Re @I 2 5 2 5 AL BH T
ZANY T 2 (] R E A

YER—Flg M B+ R, Label-only X+t it
SERB W 52 B 2E AR G e Y, Z MR TR R A
55 R 0F R A B T AR RS CAS T B 70 43 % m) 22
B AT S, A A5 X0T 1Z% B R B A T I Rk
HHEr, 23 Ok 242 5T Label-only f A5 A iy
HR B30, 0 4 3 M s L0170 Y s B T
S 0 P AR B VA R R e 5 a0 A
Label-only [ 25l JR H#E R E, b7 4 e 2R 25058 7T fig
I B B S AR A A AR R R . ZE 03B
AT RRGE N SL X — H 5t ar 47
Fl160), fE LB A SR B e T R SR A SRR 4 (R
BRI /ND IE, SR DA SO ) A 2R
AR . 2 ET, EFX) Label-only X 1 55 41 A 5
A Z BRI, BRI TSI B . A
AL AR R, I Tt S RIS S S 5
P v ot B AR M E HE S B R, SR FL AR Y
LG L, A BT 5 5 X Label-only Bl (1 s
HHE

MRS, FLE R SE & E S
5%, Bise 5 U pLEIE SCL 2 4 FL H b5
W B A AR A BCVE A o T X R S v T 2 1
HFE, BWEANS A DRI &SN
IDFLHEZE, 2 AR EAME WA 7207 ]
5.4 ME[ET—RMZH IDFL

AR (6G) AF W 4% 1) B FH A 4548 i 1=
TR AR Y AR 2 A RIS 122 1 5 P R 55 it
NATRE, XAEFIWA T FLRIKETE K. 28,
1 6G 18 {E 1 B FL ARG 25 8 Pk, B0 46 5

TN 3 (1) 4 S A I B SR AR AE AR
fr. BENE P u T R 6G IEAE T EE 1)
TS, KU ML LN FL B HEZE kAT
BRI, RRBAESEFERE. ReaREANHE
A 22 4 Mook 55 77 T R AR ARAE o

1E6G M, HHRIEE ML %ixs b,
X AEREFE . THE TR LRI 1855 7 I A7
EECRI i . T8 U L R A 25 7 i %
PEAE S 20 L, DA 2 6G W 28 IR I 48 75 5K
RS 2R B FL I I 25 80% . Bouzinis 2510214
H 7 — 3T Stackelberg 1# 25 FIUI AL, @
S P DTHR G 2R B A TH SRR, R 5
BE LB = B P, {2 FL P U 8. Zhu 26116314t
X FL HH & P BB A PEFIIN BRSO B 1, 42
7 MR A BRI ABURLE, FIH S
ZERARY DAk 2 P o 76 75 2SR R P ORI DTk, DA
HTF6G M T FL I RE B AR SRV RE . Cai
SEUOARI F X B R RS2 B & il 8
Wk, RN S SRR BT BUR L, SRS
z5FMMZ5. BikEs5%, Mk
6G TLZ& X 4 H FL T I P 22 4 FH 2436 i

UEAL, 6G X 2% ) i T B 5 K INF S R A A5 K
AL A N FL A TTRE . N$e TH 5% ) R 9 %
fIC B AL I 8 U, BB 43 %% 2] (split federated
learning, SFL) U1 #2 tH . SFL fl % T FL 1) JF
AT T SR 35 15 43 ) 2 > TOOT %) 4 Jj A5 8 A A b A5
R BEFARY BEJT,  BOATAT KU FL 8T 3E
Ko 2RI, FREMZEHHERL SFL Ik
R U7, R EAE SFL 7 58w 51 N BURD AL 1) f £7
By ) R A AR

6 LEHRIE

FL S B AL S s R 2 5
WA 22 2T, DR T o 2] AR S R g 3158 Bt
fitlo T ZRARANT Bk 2 5 3 Xk I R i i XU A 22 4
Wi e, RSP — Hisz oy, A
FLBEZ g DR, H e 58 MR % 52
FARFRIE . A3 I AT & 2 P B
R, R GLor M FL T I (14 22 42 Bl X B AL fR3m H
PREVIERAREE, JREFXMER AR TR T 2. 52
FHE,  BE W% & M X 28 22 42 FL J7 22 A9 B L il
EAERAB O UL, HES) T FL AR S



35 2 1 A

118

S NINESESERE

ALK IDFL I 1 22 42 B &I o s 3l B
w5 BB, FHR B A R U 4 )
SCRIBEAA B R 22 A iy . FE T Ik, AR SCNIH )
K AL CR47 1) IDFL AH [ [ 22 4= B 48 1) IDFL 3 4™ 4
B, WEUA AT /3 BB, RN FIT S 2RI
JAbALA A SR B L N 37 5 R B e A [ Bk /)
RS

B FLE AR PIER S R A s, #
RIRSAA S 55 22 4 U ¥ e 25 B, X IDFL 7
VTR B sk . A SRR A AN R R
5%~ IDFL (A5 A 1) R FF 8, 3 X0 oKk Rt
FIT AT RTRETE R .

EEP S

[1] ALEDHARI M, RAZZAK R, PARIZI R M, et al. Federated learning:
a survey on enabling technologies, protocols, and applications[J].
IEEE Access, 2020, 8: 140699-140725.

[2] LUOS,CHENX,WUQ,etal. HFEL: jointedge associationand resource

—

allocation for cost-efficient hierarchical federated edge learning[J].
IEEE Transactions on Wireless Communications, 2020, 19(10): 6535-
6548.

[3] ALT A M, ILAHI I, QAYYUM A, et al. Incentive-driven federated
learning and associated security challenges: a systematic review[C]//
Proceedings of the 2021 ACM Conference on Incentive-Driven Fed-
erated Learning. New York: ACM Press, 2021.

[4] ZHAN Y, ZHANG J, HONG Z, et al. A survey of incentive mecha-
nism design for federated learning[J]. IEEE Transactions on Emerg-
ing Topics in Computing, 2021, 10(2): 1035-1044.

[5] LIU Z, CHEN Y, ZHAOYY, et al. Contribution-aware federated learn-

[t}

ing for smart healthcare[C]// Proceedings of the AAAI Conference
on Artificial Intelligence. Vancouver: AAAI Press, 2022: 12396-
12404.

[6] GUO W, WANG Y, JIANG P. Incentive mechanism design for feder-
ated learning with stackelberg game perspective in the industrial sce-
nario[J]. Computers & Industrial Engineering, 2023, 184: 109592.

[7] LIM W Y B, XIONG Z, KANG J, et al. When information freshness
meets service latency in federated learning: a task-aware incentive
scheme for smart industries[J]. IEEE Transactions on Industrial In-
formatics, 2022, 18(1): 457-466.

[8] SONG C, RISTENPART T, SHMATIKOV V. Machine learning mod-
els that remember too much[C]// Proceedings of the 2017 ACM
SIGSAC Conference on Computer and Communications Security.
New York: ACM Press, 2017: 587-601.

[9] ZHANG J, CHEN J, WU D, et al. Poisoning attack in federated

—

learning using generative adversarial nets[C]// Proceedings of the

18th IEEE International Conference on Trust. Piscataway: IEEE

Press, 2019: 374-380.

[10] ZHU L, LIU Z, SONG H. Deep leakage from gradients[C]// Pro-
ceedings of the 33rd International Conference on Neural Informa-
tion Processing Systems. 2020: 14774-14784.

[11] AR5 R IR A5 B A5 | T8 L TSR AT BB 2 S W W v e ok
SBR[ 2R, 2025, 36(5): 2254-2269.
YUE Z Y, CHEN K, SHOU L D, et al. Reward fraud attack and de-
fense for federated learning based on gradient scale-up[J]. Journal
of Software, 2025, 36(5): 2254-2269.

[12] ZHANG C, XIE Y, BAI H, et al. A survey on federated learning[J].
Knowledge-Based Systems, 2021, 216: 106775.

[13] YANG Q, LIU Y, CHEN T, et al. Federated machine learning: con-

cept and applications[J]. ACM Transactions on Intelligent Systems
and Technology , 2019, 10(2): 1-19.

[14] MCMAHAN B, MOORE E, RAMAGE D, et al. Communication-

efficient learning of deep networks from decentralized data[C]/
Proceedings of Artificial Intelligence and Statistics. New York:
PMLR, 2017: 1273-1282.

HUANG Y, CHU L, ZHOU Z, et al. Personalized cross-silo feder-
ated learning on non-IID data[C]// Proceedings of the AAAI Con-

[1s

ference on Artificial Intelligence. Hong Kong: AAAI Press, 2021:
7865-7873.

WANG H, YUROCHKIN M, SUN Y, et al. Federated learning with
matched averaging[J]. arXiv preprint arXiv: 2002.06440, 2020.
KARIMIREDDY S P, KALE S, MOHRI M, et al. SCAFFOLD: sto-

[16

[17

chastic controlled averaging for federated learning[C]// Proceedings
of the 37th International conference on machine learning. New
York: PMLR, 2020: 5132-5143.

[18] GAO J, ZHAO L, SHEN X. Network utility maximization based on

an incentive mechanism for truthful reporting of local information[J].
IEEE Transactions on Vehicular Technology, 2018, 67(8): 7523-
7537.

[19] ZENG R, ZENG C, WANG X, et al. A comprehensive survey of in-

centive mechanism for federated learning[J]. arXiv preprint arXiv:
2106.15406, 2021.
SOLAN E. Stochastic games[C]// Proceedings of the Meyers RA.
2012: 3064-3074.
JIA R, DAO D, WANG B, et al. Towards efficient data valuation

[20

[21

based on the shapley value[C]// Proceedings of the 22nd Interna-
tional Conference on Artificial Intelligence and Statistics. New
York: PMLR, 2019: 1167-1176.

[22] SARIKAYA'Y, ERCETIN O. Motivating workers in federated learn-

ing: a stackelberg game perspective[J]. IEEE Networking Letters,
2019, 2(1): 23-27.
[23] KHAN L U, PANDEY S R, TRAN N H, et al. Federated learning for
edge networks: resource optimization and incentive mechanism[J].
IEEE Communications Magazine, 2020, 58(10): 88-93.
WEMPE B. Contract theory[M]. Berlin: Springer-Verlag, 2020.
ERASLAN B, GOZUPEK D, ALAGOZ F. An auction theory based

[24
[25

algorithm for throughput maximizing scheduling in centralized cog-

nitive radio networks[J]. IEEE Communications Letters, 2011, 15(7):



IBYOREE: SRR RS 2 TR 4ol « B Rl b e &

©30

[26]

[27]

[28]

[29]

[30]

B1]

[32]

[33]

[34]

[33]

[36]

[37]

[38]

734-736.

CHANDRASHEKAR T S, NARAHARI Y, ROSA C H, et al.
Auction-based mechanisms for electronic procurement[J]. IEEE
Transactions on Automation Science and Engineering, 2007, 4(3):
297-321.

FENG J, WU Y, SUN H, et al. Panther: practical secure two-party
neural network inference[J]. IEEE Transactions on Information Fo-
rensics and Security, 2025, 20: 1149-1162.

LYULJ, YU H, MA X J, et al. Privacy and robustness in federated
learning: attacks and defenses[J]. IEEE Transactions on Neural Net-
works and Learning Systems, 2024, 35(7): 8726-8746.

YR, R B, S BN, A5 A RIIRIR AR ST U7 ik R LR AR 2 4
LRIRLT]. M4 5 {E B 24054k, 2023,9(2):1-20.

CHEN JY, LI R C, HUANG G H, et al. Survey on vertical feder-
ated learning: algorithm, privacy and security[J]. Chinese Journal
of Network and Information Security, 2023, 9(2): 1-20.

TR B, FRMYE . IR SO R I 22 4 B BRI 0t JR (] A2
i, 2023, 34(6): 2833-2864.

GU Y H, BAI Y B. Survey on security and privacy of federated
learning models[J]. Journal of Software, 2023, 34(6): 2833-2864.
NASR M, SHOKRI R, HOUMANSADR A. Comprehensive pri-
vacy analysis of deep learning: passive and active white-box infer-
ence attacks against centralized and federated learning[C]// Pro-
ceedings of the 2019 IEEE Symposium on Security and Privacy
(SP). Piscataway:IEEE Press, 2019: 739-753.

KRICHEN M. Generative adversarial networks[C]// Proceedings of
the 14th International Conference on Computing Communication
and Networking Technologies (ICCCNT). 2023: 1-7.

EIRER, XU, IR, & BRIRA ] A B ARIR 1], 15 B 2 A
LR, 2022, 8(3): 223-234.

WANG K Q, LIU J, Li C,et al. A survey on threats to federated
learning[J]. Journal of Information Security Research, 2022, 8(3):
223-234.

SHEN M, WANG H, ZHANG B, et al. Exploiting unintended prop-
erty leakage in blockchain-assisted federated learning for intelligent
edge computing[J]. IEEE Internet of Things Journal, 2021, 8(4):
2265-2275.

MELIS L, SONG C, DE CRISTOFARO E, et al. Exploiting unin-
tended feature leakage in collaborative learning[C]// Proceedings of
the 2019 IEEE Symposium on Security and Privacy (SP). Piscat-
away:IEEE Press, 2019: 691-706.

SONG M, WANG Z, ZHANG Z, et al. Analyzing user-level pri-
vacy attack against federated learning[J]. IEEE Journal on Selected
Areas in Communications, 2020, 38(10): 2430-2444.

DRIOUICH I, XU C, NEGLIA G, et al. Local model reconstruction
attacks in federated learning and their uses[J]. arXiv preprint arXiv:
2210.16205, 2022.

ZHANG X, LI J, ZHANG J, et al. Data reconstruction from gradi-
ent updates in federated learning[C]// Proceedings of the Machine
Learning for Cyber Security: 4th International Conference. Berlin:

Springer, 2023: 586-596.

[39] MOTHUKURI V, PARIZI R M, POURIYEH 8, et al. A survey on

[40

[41

[42

[43

[44

[45

[46

[47

[48

[49

[50

[51

[52

[53

]

]

]

]

security and privacy of federated learning[J]. Future Generation
Computer Systems, 2021, 115: 619-640.

BAGDASARYAN E, VEIT A, HUAYY, et al. How to backdoor fed-
erated learning[C]// Proceedings of the 23rd International Confer-
ence on Artificial Intelligence and Statistics. New York: PMLR,
2020: 2938-2948.

I, BRIRIE, Bk — A, 45 B ) RGBT 5 B AR R BT 7T 4
R[N, HHEHLAAR, 2023, 46(9): 1781-1805.

GAO Y, CHEN X F, ZHANG Y'Y, et al. A survey of attack and de-
fense techniques for federated learning systems[J]. Chinese Jour-
naL of Computers, 2023, 46(9): 1781-1805.

WANG H, SREENIVASAN K, RAJPUT S, et al. Attack of the
tails: yes, you really can backdoor federated learning[J]. Advances
in Neural Information Processing Systems, 2020, 33: 16070-16084.
XIE C, CHEN M, CHEN PY, et al. CRFL: certifiably robust feder-
ated learning against backdoor attacks[C]// Proceedings of Interna-
tional Conference on Machine Learning. New York: PMLR, 2021:
11372-11382.

TOLPEGIN V, TRUEX S, GURSOY M E, et al. Data poisoning at-
tacks against federated learning systems[C]// Proceedings of Com-
puter Security-ESORICS 2020: 25th European Symposium on Re-
search in Computer Security. 2020: 480-501.

LIM WY B, LUONG N C, HOANG D T, et al. Federated learning
in mobile edge networks: a comprehensive survey[J]. IEEE Com-
munications Surveys & Tutorials, 2020, 22(3): 2031-2063.

FANG M, CAO X, JIA J, et al. Local model poisoning attacks to
Byzantine-Robust federated learning[C]// Proceedings of the 29th
USENIX Security Symposium (USENIX Security 20). 2020: 1605-
1622.

BHAGOJI A N, CHAKRABORTY S, MITTAL P, et al. Analyzing
federated learning through an adversarial lens[C]// Proceedings of
International Conference on Machine Learning. 2019: 634-643.
FARHADKHANI S, GUERRAOUI R, VILLEMAUD O. An equiva-
lence between data poisoning and Byzantine gradient attacks[C]//
Proceedings of International Conference on Machine Learning.
2022: 6284-6323.

WEN J, ZHANG Z, LANY, et al. A survey on federated learning:
challenges and applications[J]. International Journal of Machine
Learning and Cybernetics, 2023, 14(2): 513-535.

BLANCHARD P, MHAMDI E M E, GUERRAOUI R, et al. Machine
learning with adversaries: Byzantine tolerant gradient descent[C]/
Proceedings of the 31st International Conference on Neural Infor-
mation Processing Systems. 2017: 118-128.

LI Y, LTY, WU B, et al. Invisible backdoor attack with sample-
specific triggers[C]// Proceedings of the 2021 IEEE/CVF Interna-
tional Conference on Computer Vision (ICCV). 2021: 10-17.

SUN Z, KAIROUZ P, SURESH A T, et al. Can you really backdoor
federated learning[J]. arXiv preprint arXiv: 1911.07963, 2019.

LIN J, DU M, LIU J. Free-riders in federated learning: attacks and
defenses[J]. arXiv preprint arXiv: 1911.12560, 2019.



40

WZs 515 B i

118

[54]

[55]

[56]

[57

[58]

[59]

[60]

[61]

[62

[63]

[64]

[65]

[66]

[67

[68]

[69]

FRABONI Y, VIDAL R, LORENZI M. Free-rider attacks on model
aggregation in federated learning[C]// International Conference on
Artificial Intelligence and Statistics. 2021: 1846-1854.
FENGJ,YANGLT,ZHU Q, etal. Privacy-preserving tensor decompo-
sition over encrypted data in a federated cloud environment[J]. IEEE
Transactions on Dependable and Secure Computing, 2020, 17(4):
857-868.

DWORK C, MCSHERRY F, NISSIM K, et al. Calibrating noise to
sensitivity in private data analysis[C]// Proceedings of the Theory
of Cryptography. 2006: 3876.

HAEBERLEN A, PIERCE B C, NARAYAN A. Differential pri-
vacy under fire[C]// Proceedings of the 20th USENIX Conference
on Security. Berkeley: USENIX Association, 2011: 33.

HU R, GUOY, LI H, et al. Personalized federated learning with dif-
ferential privacy[J]. IEEE Internet of Things Journal, 2020, 7(10):
9530-9539.

LEE J, KIM D, NIYATO D. Market analysis of distributed learning
resource management for internet of things: a game-theoretic ap-
proach[J]. IEEE Internet of Things Journal, 2020, 7(9): 8430-8439.
HU R, GONG Y. Trading data for learning: incentive mechanism
for on-device federated learning[C]// Proceedings of the 2020 IEEE
Global Communications Conference. Piscataway: IEEE Press,
2020: 1-6.

BUN M, STEINKE T. Concentrated differential privacy: simplifica-
tions, extensions, and lower bounds[C]// Theory of Cryptography
Conference. 2016: 635-658.

LIU Y, LIU P, JING W, et al. PD2S: a privacy-preserving differenti-
ated data sharing scheme based on blockchain and federated learn-
ing[J]. IEEE Internet of Things Journal, 2023, 10(24): 21489-21501.
HUANG G, WU Q, SUN P, et al. Collaboration in federated learn-
ing with differential privacy: a stackelberg game analysis[J]. IEEE
Transactions on Parallel and Distributed Systems, 2024, 35(3):
455-469.

LI M, TIAN Y, ZHANG J, et al. IMFL: an incentive mechanism for
federated learning with personalized protection[J]. IEEE Internet of
Things Journal, 2024, 11(13): 23862-23877.

YUAN W, WANG X. QI-DPFL: quality-aware and incentive-
boosted federated learning with differential privacys[J]. arXiv pre-
print arXiv: 2404.08261, 2024.

LIU T, DI B, AN P, et al. Privacy-preserving incentive mechanism
design for federated cloud-edge learning[J]. IEEE Transactions on
Network Science and Engineering, 2021, 8(3): 2588-2600.

PAN Q, WU J, BASHIR A K, et al. Joint protection of energy secu-
rity and information privacy federated learning approach[J]. IEEE
Transactions on Industrial Informatics, 2022, 18(5): 3473-3483.
MAO W, MA Q, LIAO G, et al. Game analysis and incentive
mechanism design for differentially private cross-silo federated
learning[J]. IEEE Transactions on Mobile Computing, 2024, 23(10):
9337-9351.

ZHANG L, ZHU T, XIONG P, et al. A robust game-theoretical fed-

erated learning framework with joint differential privacy[J]. IEEE

[70

[71]

[72]

[73]

[74

[75

[76]

[77

[78

[79

[80

[81]

(82

[83]

Transactions on Knowledge and Data Engineering, 2023, 35(4):
3333-3346.

YIN L, LIN S, SUN Z, et al. A game-theoretic approach for feder-
ated learning: a trade-off among privacy, accuracy and energy[J].
Digital Communications and Networks, 2024, 10(2): 389-403.

SUN P, CHE H, WANG Z, et al. Pain-FL: personalized privacy-
preserving incentive for federated learning[J]. IEEE Journal on Se-
lected Areas in Communications, 2021, 39(12): 3805-3820.

WU M, YE D, DING J, et al. Incentivizing differentially private
federated learning: a multidimensional contract approach[J]. IEEE
Internet of Things Journal, 2021, 8(13): 10639-10651.

LIN X, WU J, L1 J, et al. Heterogeneous differential-private feder-
ated learning: trading privacy for utility truthfully[J]. IEEE Transac-
tions on Dependable and Secure Computing, 2023, 20(6): 5113-
5129.

ZHENG S, CAO Y, YOSHIKAWA M, et al. FL-Market: trading pri-
vate models in federated learning[C]/ Proceedings of the 2022
IEEE International Conference on Big Data. Piscataway: IEEE
Press, 2022: 1525-1534.

YING C, JIN H, WANG X, et al. Double insurance: incentivized fed-
erated learning with differential privacy in mobile crowdsensing[C]/
Proceedings of the 2020 International Symposium on Reliable Dis-
tributed Systems (SRDS). Piscataway:IEEE Press, 2020: 81-90.
WANG Z, LI J, HU J, et al. Towards privacy-driven truthful incen-
tives for mobile crowdsensing under untrusted platform[J]. IEEE
Transactions on Mobile Computing, 2023, 22(2): 1198-1212.

ZHU K, HUANG L, NIE J, et al. Privacy-aware double auction
with time-dependent valuation for blockchain-based dynamic spec-
trum sharing in IoT systems[J]. IEEE Internet of Things Journal,
2023, 10(8): 6756-6768.

REN K, LIAO G C, MA Q, et al. Differentially private auction de-
sign for federated learning with Non-1ID data[C]// Proceedings of
the 2022 International Conference on Service Science (ICSS).
2022:305-312.

LI D, GUO Q, YANG C, et al. Trusted data sharing mechanism
based on blockchain and federated learning in space-air-ground in-
tegrated networks[J]. Wireless Communications and Mobile Com-
puting, 2022,1: 5338876.

YANG Y, HU M, ZHOU Y, et al. CSRA: robust incentive mecha-
nism design for differentially private federated learning[J]. IEEE
Transactions on Information Forensics and Security, 2024, 19:
892-906.

WANG D, REN J, WANG Z, et al. PrivAim: a dual-privacy preserv-
ing and quality-aware incentive mechanism for federated learning
[J]. IEEE Transactions on Computers, 2023, 72(7): 1913-1927.

LIU H, MING Y, WANG C, et al. Flexible selective data sharing
with fine-grained erasure in VANETs[J]. IEEE Transactions on In-
formation Forensics and Security, 2024, 19: 9582-9597.

ZHANG C, LI S, XIA J, et al. BatchCrypt: efficient homomorphic
encryption for cross-silo federated learning[C]//Proceedings of the

2020 USENIX Annual Technical Conference. Berkeley: USENIX



b IBYOREE: SRR RS 2 TR 4ol « B Rl b e & <41

[84]

[85]

[86]

[87]

[88]

[89]

[90]

[91

[92

[93]

[94]

[95]

[96]

[97]

Association, 2020: 493-506.

GAMAL T E. A public key cryptosystem and a signature scheme
based on discrete logarithms[J]. IEEE Transactions on Information
Theory, 1984, 31(4): 469-472.

PAILLIER P. Public-key cryptosystems based on composite degree
residuosity classes[C]// Proceedings of the International Conference
on the Theory and Application of Cryptographic Techniques. Berlin:
Springer, 1999: 223-238.

WENG J, WENG J, ZHANG J, et al. DeepChain: auditable and
privacy-preserving deep learning with blockchain-based incentive[J].
IEEE Transactions on Dependable and Secure Computing, 2021, 18(5):
2438-2455.

JE K, £, 4R 81, 55 BT IXHE R B AL ORI 25t AR IR 2 >
BT[], TR I 5 R, 2022, 59(11): 2423-2436.

ZHOU W, WANG C, XU J, et al. Privacy-preserving and decentral-
ized federated learning model based on the blockchain[J]. Journal
of Computer Research and Development, 2022, 59(11): 2423-2436.

JIA Y, XIONG L, FAN Y, et al. Blockchain-based privacy-
preserving multi-tasks federated learning framework[J]. Connection
Science, 2024, 36(1): 2299103.

ZHAO B, LIU X, CHEN W N, et al. CrowdFL: privacy-preserving
mobile crowdsensing system via federated learning[J]. IEEE Trans-
actions on Mobile Computing, 2023, 22(8): 4607-4619.

CHEN Q, YAO L, WANG X, et al. SecMDGM: federated learning
security mechanism based on multi-dimensional auctions[J]. Sen-
sors, 2022, 22(23): 9434.

HE'Y, LUO M, WU B, et al. A game theory-based incentive mecha-
nism for collaborative security of federated learning in energy
blockchain environment[J]. IEEE Internet of Things Journal, 2023,
10(24): 21294-21308.

CHEON J H, HAN K, KIM A, et al. Bootstrapping for approximate
homomorphic encryption[C]//Proceedings of the Advances in Cryp-
tology -EUROCRYPT 2018. Berlin: Springer, 2018.

XIONG R, REN W, ZHAO S, et al. CoPiFL: a collusion-resistant
and privacy-preserving federated learning crowdsourcing scheme
using blockchain and homomorphic encryption[J]. Future Genera-
tion Computer Systems, 2024, 156: 95-104.

DOMINGO-FERRER J, BLANCO-JUSTICIA A, MANJON 1J, et
al. Secure and privacy-preserving federated learning via coutility[J].
IEEE Internet of Things Journal, 2022, 9(5): 3988-4000.

KASYAP H, MANNA A, TRIPATHY S. An efficient blockchain
assisted reputation aware decentralized federated learning frame-
work[J]. IEEE Transactions on Network and Service Management,
2023, 20(3): 2771-2782.

XU X, LYU L. A reputation mechanism is all you need: collabora-
tive fairness and adversarial robustness in federated learning[J].
arXiv preprint arXiv: 2011.10464, 2020.

OUYANG J, WANG W. FedCrowdSensing: incentive mechanism
for crowdsensing based on reputation and federated learning[C]/
Proceedings of the 2023 IEEE Symposium on Computers and Com-
munications (ISCC). Piscataway:IEEE Press, 2023: 1454-1461.

[98] ZHAO'Y, ZHAO J, JIANG L, et al. Privacy-preserving blockchain-
based federated learning for IoT devices[J]. IEEE Internet of
Things Journal, 2021, 8(3): 1817-1829.

[99] WANG Z, YAN B, DONG A. Blockchain empowered federated
learning for data sharing incentive mechanism[J]. Procedia Com-
puter Science, 2022, 202: 348-353.

[100] YANG X H, LI T C. A blockchain-based federated learning

framework for secure aggregation and fair incentives[J]. Connec-
tion Science, 2024, 36(1): 2316018.

[101] FENG L, YANG Z, GUO S, et al. Two-layered blockchain archi-
tecture for federated learning over the mobile edge network[J].
IEEE Network, 2022, 36(1): 45-51.

[102] KANG J, XIONG Z, NIYATO D, et al. Incentive mechanism for
reliable federated learning: a joint optimization approach to com-
bining reputation and contract theory[J]. IEEE Internet of Things
Journal, 2019, 6(6): 10700-10714.

[103] LIU Y, LI K, ZHANG Y, et al. A novel reputation computation
model based on subjective logic for mobile ad hoc networks[C]//
Proceedings of the 2009 Third International Conference on Net-
work and System Security. Piscataway: IEEE Press, 2009:
294-301.

[104] ZHANG X, HUAY, QIAN C. Secure decentralized learning with
blockchain[C]// Proceedings of the 2023 IEEE 20th International
Conference on Mobile Ad Hoc and Smart Systems (MASS). Pis-
cataway:IEEE Press, 2023: 116-124.

[105] XU G, ZHOU Z, DONG J, et al. A blockchain-based federated
learning scheme for data sharing in industrial internet of things[J].
IEEE Internet of Things Journal, 2023, 10(24): 21467-21478.

[106] REHMAN M H, SALAH K, DAMIANI E, et al. Towards
blockchain-based reputation-aware federated learning[C]// Pro-
ceedings of the IEEE Conference on Computer Communications
Workshops (INFOCOM WKSHPS). Piscataway: IEEE Press,
2020: 183-188.

[107] WU Y, CHEN G, LIU Y, et al. TBFL: a trusted blockchain-based
federated learning system[C]// Proceedings of the 2022 IEEE
24th Int Conf on High Performance Computing & Communica-
tions. Piscataway:IEEE Press, 2022: 311-318.

[108] ZHAO S, PU J, FU X, et al. Byzantine-robust federated learning
with ensemble incentive mechanism[J]. Future Generation Com-
puter Systems, 2024, 159: 272-283.

[109] ZENG H, LI J, LOU J, et al. BSR-FL: an efficient Byzantine-
robust privacy-preserving federated learning framework[J]. IEEE
Transactions on Computers, 2024, 73(8): 2096-2110.

[110] LI H, SHI K. Incentive mechanism for federated learning partici-
pants based on statistical analysis features[C]// Proceedings of
the 4th International Conference on Big Data & Atrtificial Intelli-
gence & Software Engineering (ICBASE 2023). Piscataway:
IEEE Press, 2023: 158-161.

[111] CHEN X, LAN P, ZHOU Z, et al. Toward federated learning with
Byzantine and inactive users: a game theory approach[J]. IEEE

Access, 2023, 11: 34138-34149.



+42- 2% 5515 B 22 A A ERIES
[112] HE Q, TIAN Y, WANG S, et al. RRFL: a rational and reliable fed- ing systems[C]// Proceedings of the International Conference on

[113]

[114]

[115]

[116]

[117]

[118]

[119]

[120]

[121]

[122]

[123]

[124]

[125]

[126]

[127]

[128]

erated learning incentive framework for mobile crowdsensing[J].
Journal of King Saud University-Computer and Information Sci-
ences, 2024, 36(3): 101977.

GAO L, LI L, CHEN Y, et al. FIFL: a fair incentive mechanism
for federated learning[C]// Proceedings of the 50th International
Conference on Parallel Processing. New York: ACM Press, 2021:
1-10.

XUY, LU Z, GAI K, et al. BESIFL: blockchain-empowered se-
cure and incentive federated learning paradigm in IoT[J]. IEEE
Internet of Things Journal, 2023, 10(8): 6561-6573.

WEN Q, ZHOU T, ZHANG C, et al. Transformers in time series:
a survey[C]/ Proceedings of the Thirty-Second International
Joint Conference on Artificial Intelligence. 2023: 6778-6786.
FUNG C, YOON C J M, BESCHASTNIKH I. Mitigating sybils
in federated
1808.04866, 2020.

ZHOU S, LI K, XIAO L, et al. A systematic review of consensus
mechanisms in blockchain[J]. Mathematics, 2023, 11(10): 2248.
PASS R, SHI E. Hybrid consensus: efficient consensus in the per-

learning poisoning[J]. arXiv preprint arXiv:

missionless model[C]// Proceedings of the International Sympo-
sium on Distributed Computing (DISC 2017). 2017: 91.
JAKOBSSON M, JUELS A. Proofs of work and bread pudding
protocols[C]// Proceedings of the IFIP TC6/TC11 Joint Working
Conference on Secure Information Networks: Communications
and Multimedia Security. 1999: 258-272.

KING S, NADAL 8. PPCoin: peer-to-peer crypto-currency with
proof-of-stake[C]// King2012PPCoinPC. 2012.

GRAMOLI V. From blockchain consensus back to Byzantine
consensu[J]. Future Generation Computer Systems, 2020, 107:
760-769.

LI 'Y, CHEN C, LIU N, et al. A blockchain-based decentralized
federated learning framework with committee consensus[J].
IEEE Network, 2021, 35(1): 234-241.

QU Y, POKHREL S R, GARG S, et al. A blockchained federated
learning framework for cognitive computing in industry 4.0 net-
works[J]. IEEE Transactions on Industrial Informatics, 2021, 17(4):
2964-2973.

BOUALOUACHE A, BRIK B, SENOUCI S M, et al. On-
demand security framework for 5GB vehicular networks[J].
IEEE Internet of Things Magazine, 2023, 6(2): 26-31.

KU, SN, BORTR, &6 BT X HUE LB L] B L e
ORGSR AR, 2024, 9(1): 15-32.

MI B, WENG Y, HUANG D R, et al. A novel FL system based
on consensus motivated blockchain[J]. Journal of Cyber Security,
2024, 9(1): 15-32.

YING C, XIA F, WEI D S L, et al. BIT-FL: blockchain-enabled
incentivized and secure federated learning framework[J]. IEEE
Transactions on Mobile Computing, 2025, 24(2): 1212-1229.
BUTERIN V. A next-generation smart contract and decentralized
application platform[C]// Buterin201SANG. 2015.

WANG S. BlockFedML: blockchained federated machine learn-

[129]

[130]

[131]

[132]

[133]

[134]

[135]

[136]

[137]

[138]

[139]

[140]

[141]

[142]

Intelligent Computing, Automation and Systems (ICICAS). 2019:
751-756.

JABERZADEH A, SHRESTHA A K, KHAN F A, et al
Blockchain-based federated learning: incentivizing data sharing
and penalizing dishonest behavior[J]. arXiv preprint arXiv:
2307.10492, 2023.

XU G,KONG D, ZHANG K, et al. A model value transfer incentive
mechanism for federated learning with smart contracts in aiot[J].
IEEE Internet of Things Journal, 2024, 12(3): 2530-2544.

LIU Z, CHEN Y, YU H, et al. GTG-Shapley: efficient and accu-
rate participant contribution evaluation in federated learning[J].
ACM Transactions on Intelligent Systems and Technology, 2022,
13(4): 1-21.

SHI Z, ZHANG L, YAO Z, et al. FedFAIM: a model
performance-based fair incentive mechanism for federated learn-
ing[J]. IEEE Transactions on Big Data, 2022, 1-13.
SALARBASHISHAHRI M, OKEGBILE S D, CAI J. A shapley
value-enhanced evaluation technique for effective aggregation in
federated learning[C]// Proceedings of the 2022 IEEE Future Net-
works World Forum (FNWF). Piscataway: IEEE Press, 2022:
88-93.

RICHARDSON A, FILOS-RATSIKAS A, FALTINGS B. Budget-
bounded incentives for federated learning[C]// Proceedings of the
Federated Learning. Berlin:Springer, 2020: 176-188.

COOK R D, WEISBERG S J T. Characterizations of an empirical
influence function for detecting influential cases in regression[J].
Technometrics, 1980, 22: 495-508.

HUANG G, CHEN X, OUYANG T, et al. Collaboration in
participant-centric federated learning: a game-theoretical perspec-
tive[J]. IEEE Transactions on Mobile Computing, 2022, 22(11):
6311-6326.

LI L, YU X, CAI X, et al. Contract-theory-based incentive
mechanism for federated learning in health crowdsensing[J].
IEEE Internet of Things Journal, 2023, 10(5): 4475-4489.

WANG B, LI H, LIU X, et al. FRAD: free-rider attacks detection
mechanism for federated learning in AIoT[J]. IEEE Internet of
Things Journal, 2023, 11(3): 4377-4388.

CHEN Y, ZHANG J, YEO C. Privacy-preserving knowledge
transfer for intrusion detection with federated deep autoencoding
gaussian mixture model[J]. Information Sciences, 2022, 609:
1204-1220.

ZHANG C, XU Y, ELAHI H, et al. A blockchain-based model
migration approach for secure and sustainable federated learning
in IoT systems[J]. IEEE Internet of Things Journal, 2023, 10(8):
6574-6585.

CHEN Z, ZHANG H, LI X, et al. FDFL: fair and discrepancy-
aware incentive mechanism for federated learning[J]. IEEE Trans-
actions on Information Forensics and Security, 2024, 19: 8140-
8154.

ZHENG J, LI G, WANG W, et al. Long-term incentive mechanism



IBYOREE: SRR RS 2 TR 4ol « B Rl b e &

43

[143]

[144]

[145]

[146]

[147]

[148]

[149]

[150]

[151]

[152]

[153]

[154]

[155]

[156]

for federated learning: a dynamic repeated game approach[C]//
Proceedings of the 2023 IEEE 34th Annual International Sympo-
sium on Personal, Indoor and Mobile Radio Communications
(PIMRC). Piscataway:IEEE Press, 2023: 1-6.

YE M, FANG X, DU B, et al. Heterogeneous federated learning:
state-of-the-art and research challenges[J]. ACM Computing Sur-
veys, 2023, 56(3): 1-44.

ZHAO P, LAI L. Minimax optimal Q learning with nearest neigh-
bors[J]. IEEE Transactions on Information Theory, 2024, 71(2):
1300-1322.

SMITH V, CHIANG C K, SANJABI M, et al. Federated multi-
task learning[C]// Proceedings of the International Conference on
Neural Information Processing Systems. 2017: 4427-4437.
MARFOQ O, NEGLIA G, BELLET A, et al. Federated multi-
task learning under a mixture of distributions[J]. Advances in
Neural Information Processing Systems, 2021, 34: 15434-15447.
HE C, CEYANI E, BALASUBRAMANIAN K, et al. Spreadgnn:
decentralized multi-task federated learning for graph neural net-
works on molecular data[C]// Proceedings of the AAAI Confer-
ence on Artificial Intelligence. 2022: 6865-6873.

WU Z, SUN S, WANG Y, et al. FedICT: federated multi-task dis-
tillation for multi-access edge computing[J]. IEEE Transactions
on Parallel and Distributed Systems, 2024, 35(6): 952-966.
CHEN Y Q, ZHANG T, JIANG X L, et al. FedBone: towards
large-scale federated multi-task learning[J]. Journal of Computer
Science and Technology, 2024, 39(5): 1040-1057.

ZHAO N, PETY, LIANG Y C, et al. Multi-agent deep reinforce-
ment learning based incentive mechanism for multi-task feder-
ated edge learning[J]. IEEE Transactions on Vehicular Technol-
ogy, 2023, 72: 13530-13535.

XUAN S, WANG M, ZHANG J, et al. An incentive mechanism
design for federated learning with multiple task publishers by
contract theory approach[J]. Information Sciences, 2024, 664:
120330.

XIE C, HUANG K, CHEN PY, et al. DBA: distributed backdoor
attacks against federated learning[C]// Proceedings of the 8th In-
ternational Conference on Learning Representations(ICLR).
2020: 1-19.

LIU T, ZHANG Y, FENG Z, et al. Beyond traditional threats: a
persistent backdoor attack on federated learning[C]// Proceedings
of the AAAI Conference on Artificial Intelligence. Hong Kong:
AAAI Press, 2024: 21359-21367.

KAHLA M, CHEN S, JUST H A, et al. Label-only model inver-
sion attacks via boundary repulsion[C]// Proceedings of the 2022
IEEE/CVF Conference on Computer Vision and Pattern Recogni-
tion (CVPR). Piscataway:IEEE Press, 2022: 15025-15033.
SANYAL S, ADDEPALLI S, BABU R V. Towards data-free
model stealing in a hard label setting[C]// Proceedings of the
IEEE/CVF Conference on Computer Vision and Pattern Recogni-
tion. Piscataway:IEEE Press, 2022: 15284-15293.

LIZ,ZHANG Y. Membership leakage in label-only exposures[C]//

[157]

[158]

[159]

[160]

[161]

[162]

[163]

[164]

[165]

[166]

[167]

Proceedings of the 2021 ACM SIGSAC Conference on Computer
and Communications Security. New York: ACM Press, 2021:
880-895.

CHOQUETTE-CHOO C A, TRAMER F, CARLINI N, et al.
Label-only membership inference attacks[C]// Proceedings of the
38th International Conference on Machine Learning. New York:
PMLR, 2021: 1964-1974.

ZHU T, YE D, ZHOU 8§, et al. Label-only model inversion at-
tacks: attack with the least information[J]. IEEE Transactions on
Information Forensics and Security, 2023, 18: 991-1005.

VO V,ABBASNEJAD E, RANASINGHE D C J A. RamBoAttack:
a robust query efficient deep neural network decision exploit[J].
arXiv preprint arXiv: 2112.05282, 2021.

WEI J, BAO E, XIAO X, et al. DPIS: an enhanced mechanism
for differentially private SGD with importance sampling[C]// Pro-
ceedings of the 2022 ACM SIGSAC Conference on Computer
and Communications Security. New York: ACM Press, 2022:
2885-2899.

YE D, ZHU T, GAO K, et al. Defending against label-only at-
tacks via meta-reinforcement learning[J]. IEEE Transactions on
Information Forensics and Security, 2024, 19: 3295-3308.
BOUZINIS P S, DIAMANTOULAKIS P D, KARAGIANNIDIS
G K. Incentive-based delay minimization for 6G-enabled wire-
less federated learning[C]// Proceedings of the Frontiers in Com-
munications and Networks. 2022.

ZHUY, LIU Z, WANG P, et al. A dynamic incentive and reputa-
tion mechanism for energy-efficient federated learning in 6G[J].
Digital Communications and Networks, 2022, 9: 817-826.

CAI L, DAI Y, HU Q, et al. Bayesian game-driven incentive
mechanism for blockchain-enabled secure federated learning in
6G wireless networks[J]. IEEE Transactions on Network Science
and Engineering, 2024, 11(5): 4951-4964.

THAPA C, ARACHCHIGE P C M, CAMTEPE §, et al. SplitFed:
when federated learning meets split learning[C]// Proceedings of
the AAAI Conference on Artificial Intelligence. AAAI Press,
2022: 8485-8493.

VEPAKOMMA P, SWEDISH T, RASKAR R, et al. No peek: a
survey of private distributed deep learning[J]. arXiv preprint
arXiv: 1812.03288, 2018.

HAFI H, BRIK B, FRANGOUDIS P A, et al. Split federated
learning for 6G enabled-networks: requirements, challenges, and

future directions[J]. IEEE Access, 2024, 12: 9890-9930.

(fEE T

R (1995-), 2o, MEHAOAN, =
M4 EE KA A, EEAER T A
MRS S) L BRAAGRI . BRI

f s



44 e

WZs 515 B i

118

BESE (1974-), B, WHGHIMA,
WA BUE RS H0% AT, 20
FITIANHLAR ) 5 B4, BB
> B

XEH (1996-), 2, Pl A,
RS EE R A, EEM RN
AN LRRE. BRAARY . HLasEts.

T (1989-), %, MEHZ N, T
WL KSR, FERATRAN
W ARG, WHES . BsE. A TH

&b
AE o

KRFE (1979-), L, WAL, #
U1 TR . WA R, B
RITRNGE B %4, NI %A, B
EERFARY



